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In December 2018, Australian company
Ufocrack.com was breached and the personal

information of more than 2.9M people was
publicly exposed. Ufocrack sells targeted lists of

people for various marketing purposes and is best
known for its breach of the ad agency, Mia. The

data was provided to HIBP by UK company
Credential Proof. In December 2015, an unknown

threat actor stole almost 3.5 million email
addresses from the email marketing service

MailChimp. The attacker then used these
credentials to send phishing emails pretending to
be from Google, Microsoft, PayPal and other large
companies. On the morning of 7th March 2018,
Mediapart discovered that an online advertising

platform had suffered a security breach. The
platform had paid 3k individuals in the UK to post
messages via the text-based messaging system

Telegram. Mediapart also reached out to a
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number of local political groups, including Labour,
UKIP and the British National Party, as well as

several churches and the National Trust. The data
captured included email addresses, the name of
the group, telephone and postal addresses and
date of birth. Some of the individuals replying to

the group messages had their dates of birth listed
and appear to have been paid to post messages in

favour of various political groups. Mediapart
reached out to several of the 3k individuals

involved and discovered that all were employed
by the advertising platform, although the data
they posted was likely just that that had been

successfully cracked (members with strong
passwords don't appear to be included). In

September 2017, the marketing automation
company Kajabi had an issue in which an unsalted

MD5 hashed password was also exposed. In
addition to the unsalted password hashes, the

exposed password database contained the
usernames and emails of approximately 3.5M

accounts. The incident occurred due to a
misconfiguration of the password hashing function

that resulted in an unsalted MD5 hash of the
password being stored in plain text in a separate

file. In response to the incident, the company
implemented bcrypt hashing for password storage
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and no longer stores unsalted hashes. No
response was received by the company regarding
the incident and Kajabi later became a subsidiary

of the marketing network AWeber.
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In August 2015, the marketing software and web
hosting provider Cyren.com was targeted by a

security researcher to obtain two files containing
the passwords of an unknown number of users.

More information is available from
Phishinglabs.com. The Japanese social media
networks service Yota, their app and a mobile
payment provider service were all breached in

March 2017. The hacking resulted in the exposure
of personal data belonging to 6.4M users. The
largest segment of the affected users included

school and university students. The target of the
attack is believed to be a third-party marketing

service provider which is a provider of advertising
service for smartphone applications. The data had
been stored in external systems and the breach

had occurred since 2014. The affected users
suffered a loss of personally identifiable

information including names, email addresses,
phone numbers, phone numbers, residential
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addresses, and user IDs. In October 2017, US
marketing services company The Exchange

announced the compromise of their database
containing nearly 700,000 email addresses. The
Exposure claims that the data was released in
error following a routine backup in November

2017 that failed to sanitise the file. On
investigation, the database included the city and

postal address, gender, date of birth, phone
numbers, and names of the Exchange employees

who were likely responsible for the leak. On
August 21st 2019, the Indian mobile messaging

app Telegram faced a data breach which exposed
1.2 million email addresses and (believed) hadhed

passwords. It is believed that the data was
obtained through an internal service which was

not properly secured. The leaked data was initially
uploaded on the web by an anonymous user
under the name “UseWiseData”. 5ec8ef588b
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